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Course Outline :

10,99 Glgxo

Introduction and Components
e Introduction to Splunk's interface

Search Head)

¢ Basic searching and SPL Queries

e Using fields in searches

e Creating reports and dashboards

e Datasets

¢ The Common Information Model (CIM)
e Creating and using lookups

¢ Scheduled Reports

e Alerts

¢ Using Pivot

e Introduction To Splunk Components (Forwarder, Indexer,

Log Analysis with Splunk (Advanced Searching)

i o Advanced Searching
e Log Analysis Techniques

 « Correlating events
. » Sample APT Detection using SPL
e Sample Ransomware Detection Using SPL

Splunk Administration

e Splunk Deployment Overview

e License Management

e Splunk Apps

e Splunk Configuration Files

e Users, Roles, and Authentication
e Distributed Search
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