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Security Operation Center (SOC I)

Continuous Monitoring and Security Operations (SEC 511)
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Course Outline : 10,99 (glgixo
SEC 511 * Host-based Firewall, Host-based IDS/IPS
Current State Assessment, SOCs, and Security Architecture * Application Whitelisting, Application Virtualization
e Traditional Security Architecture ¢ Privileged Accounts, Authentication, Monitoring, and UAC
e Modern Security Architecture Principles * Whole Disk Encryption
e Security Architecture - Key Techniques/Practices e Virtual Desktop Infrastructure
e Security Operations Center (SOC) * Browser Security

SOCs and Defensible Network Security Architecture * EMET

* SOCs/Security Architecture - Key Infrastructure Devices * Dangerous Endpoint Applications
¢ Traditional and Next Generation Firewalls, and NIPS e Patching

* Web Application Firewall e Current Architectural Challenges
* Malware Detonation Devices

* HTTP Proxies, Web Content Filtering, and SSL Decryption : Network Security Monitoring

¢ SIMs, NIDS, Packet Captures, and DLP * Continuous Monitoring Overview

* Honeypots/Honeynets i » Network Security Monitoring (NSM)
* Network Infrastructure - Routers, Switches, DHCP, DNS ~ } * Evolution of NSM

* Mobile Devices and Wireless Access Points : * The NSM Toolbox

* Threat Intelligence : * NIDS Design

SOCs and Defensible Endpoint Security Architecture | ® Analysis Methodology

* Security Architecture - Endpoint Protection  » Understanding Data Sources

e Antimalware
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